





















































is correctly interpreted into predefined concepts. It focuses on Reflection and Decision and in
particular on their dynamic aspects.

Following our approach, the coordination is described as the composition of motifs each one
corresponding to a system mode and sclving a specific coordination problem. Model correctness can
be inferred in principle, by proving that the motifs are correct with respect to their coordination
goals and that they are compaosable [6].

Providing guarantees for complex autonomous systems faces several [imitations [2]. One is the
decomposition and formalization of high-level goals in terms of concrete requirements verifiable on
the system behavioral model. A second limitation concerns our ability to build faithful system
models, especially when they involve cyber physical components. The third limitation is that
machine-learning techniques do not lend themselves to behavioral modeling and should be treated
as “black boxes".

The second step aims at ensuring trustworthiness for a given implementation taking into account
deviations from nominal behavior e.g. possible harmful events such as failures and security threats. It
starts from the characterization of trustworthy states for nominal behavior provided by the first step
(Figure 9). It involves a more or less exhaustive analysis to identify all kind of harmful events and
their possible effect. Then, for each harmful event, specific technigues are used to ensure resilience
e.g. typically, redundancy-based techniques. This practically means that the occurrence of a single
harmful event does not {immediately) compromise system trustworthiness. It leads to some non-
fatal state from which using DIR (Detection, Isolation, Recovery) mechanisms it is possible to bring
the system back to a trustworthy state [14].

This approach has been successfully applied to small, centralized critical systems. It is costly and
leads to overprovisioned systems [6] as it consists in estimating independently, for each type of
harmful event and associated DIR mechanism, worst-case situations and statically reserving the
needed resources to cope with them. Its application to autonomous systems is even more difficult as
the characterization of the effect of harmful events depends on complex environmental conditions.
Such a characterization cannot be enumerative and exhaustive; it should be symbolic and
conservative, the result of a global model-based analysis.

Non-Trustworthy States

Trustworthy States

Non-Fatal States

Figure 9: Recovery from non-fatal states
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Figure 10; Pre-Crash Scenarlo Typology covering 99.4 percent of all light-vehicle crashes for
5,942,000 cases, DOT HS 810 767, April 2017

This fact is illustrated by the pre-crash failure typology shown in Figure 10. For example, “Vehicle
failure” needs further detailed and complex analysis to identify recovery policies, depending on the
conditions under which this event occurs.

For autonomous systems, a key idea is to replace the individual DIR mechanisms developed at design
time, by adaptive mechanisms managing system resources globally to achieve, first of all critical goals
and plan best-effort goals according to resource availability. Such an approach would avoid
overprovisioning of traditional approaches and would close the existing gap between critical and
best-effort systems engineering [6].

Moving from correctness at design time to autonomic correctness requires not enly cutting-edge
theory but also finding adequate tradeoffs between quality of control and performance. The
adaptive DIR process involves complex decision methods that may affect the ability to react promptly
for timely recovery.

To conclude, the proposed computational model for autonomous systems can provide a basis for
studying model-based autonomous system design. Nonetheless, we are far from ensuring that the
conditions are in place to develop rigorous design flows.
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5. Discussion

The main characteristic of autonomous systems is their ability to handle knowledge about their
situation and adaptively respond to environment changes. The identified aspects of autonomy have
some similarity with types of awareness exhibited by human mind [7].

Closing the gap between artificial and human autonomy encounters several difficult to overcome
barriers.

A first barrier is that human mind understands goals in terms of high-level concepts. It is not trivial to
link concepts to massive information collected by sensors or to commands of actuators. The
Perception process should be robust and reliable for dynamically changing environment conditions.
Similarly, there is a big distance between directives such as “deviate from the reference trajectory to
avoid the obstacle” and their implementation in terms of concrete goals from which corresponding
plans are effectively computed [2].

A second barrier is that situation understanding by humans is largely rooted in common sense
reasoning. Our mind has built and centinuously maintains since our birth, a complex semantic model
of both our external and internal environments. It is practically impossible to elicit all the knowledge
encompassed by such a model. No need to understand Newton’s laws to expect that apple fall out of
trees, that parents are older than their children are, etc. The important question is how close
computers can get to a solution of this problem.

As humans have innate knowledge, we can equip an agent at design time with built-in knowledge
and a faithful model of its initial environment. Then the agent’s Reflection function should: 1) have
access to a huge Knowledge Repository involving all common concepts and their relations; and 2) be
able to consistently update the environment model by matching the perceived information to
predefined knowledge patterns.

A third barrier for computers is matching human self-adaptation and the capacity: to supervise the
state of acquired knowledge; to understand never encountered situations; and to create new goals.
Goal creation and handling is a grand challenge of autonomy. How to assign individual goals to
agents so that they all together concur to the achievement of given global system goals?

The paper provides a technical characterization of autonomy as the combination of five basic and
independent features. It clearly separates aspects that are essential for autonomic behavior from
other general systems engineering aspects. In that respect, it differs from other approaches using a
large number of poorly understood “self”-prefixed terms: Self-configuration, Self-healing, Self-
optimization, Self-protection, Self-regulation, Self-learning, Self-awareness, Self-organization, Self-
creation, Self-management, Self-description [16,17]. Such characterizations based on technically non-
substantiated terms obscure the debate about the very nature of autonomy.
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A main conclusion is that autonomy should be associated with functionality and not with specific
techniques. Machine learning is essential for removing ambiguity from complex stimuli and coping
with uncertainty of unpredictable environments. Nonetheless, it can be used to meet only a small
portion of the needs implied by autonomous system design. Furthermore, it is not the only way to
build perceptors and controllers.

Autonomy is a kind of broad intelligence. The current Al vision is too much influenced by Turing’s test
that considers intelligence as a verbal game between a human and a computer. Nonetheless, animals
are not verbal and exhibit intelligence. A big deal of human intelligence is not verbal.

Intelligence is not just automation of decisions even if this requires the computation of strategies
with exploding complexity. Our characterization as the combination of five different types of abilities
shows a big difference between an autonomous vehicle and a game playing robot. The situation
awareness required for the robot is minimal. The stimuli and the environment models are trivial to
interpret and build. The rules of the game are well-understood and can be directly related to goals.

Computers would exhibit intelligence when they can handle knowledge (create and use knowledge)
50 as to cope with the ever changing reality as humans do. Building trustworthy and optimal
autonomous systems goes for far beyond the current Al challenge.
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